Safety of Technogenic and Natural Systems. 2023;7(4):55—69. eISSN 2541-9129

TECHNOSPHERE SAFETY
TEXHOC®EPHASA BE3OITACHOCTD

W) Check for updates
BY

UDC 539.3 Original article
https://doi.org/10.23947/2541-9129-2023-7-4-55-69

Ensuring Safety of Gas Field Infrastructure Using ALARP and a Systematic Approach

Feliks M. Deduchenko D<, Anatolii N. Dmitrievskii
Institute of Oil and Gas Problems of the Russian Academy of Sciences, Moscow, Russian Federation

< fmd11(@mail.ru.

Abstract

Introduction. A significant part of the global and state economy is the production and supply of hydrocarbon raw
materials. The issues of safety in this area will remain important in the coming decades. The problem is actively
discussed in the professional and scientific community. Theoretical and applied works are published. Local, point-based
methods are calculated and implemented, which allow predicting and preventing emergencies in certain units of the
considered objects. At the same time, there are no sufficiently justified and reproducible system solutions that can take
into account the state of, for example, oil or gas field as a single complex and act as indicators not only of ordinary local
accidents, but also of systemic accidents — catastrophes. Such a scientifically and experimentally based solution is
described in this article. The approach is proposed as part of the formation of a comprehensive scientific and technical
program (CSTP) to ensure the safety of natural and technogenic objects (NTO). The aim of this work was to describe
the practice of its application in the conditions of specific gas fields and to justify the refusal to focus on solutions that
took into account only the minimum practically acceptable risk, that is, built on the ALARP principle (as low as
reasonably practicable).

Materials and Methods. The article was based on the results of field tests of natural and technogenic objects (NTO) of
the oil and gas complex — the Yuzhno-Russkoye field of OJSC Severneftegazprom (SNGP), LLC Gazprom Dobycha
Yamburg (GDYA) and the gas pumping station (GPS) Orlovka-2 (Ukraine), conducted with the authors’ participation.
Significant results were obtained and evidence-based physically interpreted during acceptance tests of an explosion-
proof certified, created under the guidance of the authors of a prototype of a disaster response system (DRS) at the
integrated gas treatment plant (IGTP) in LLC GDYA in 2006. At the same time, for the first time in the world practice,
the fact of early detection and parrying without consequences by means of DRS on the UKPG-2 of the development of
a large-scale general industrial disaster was confirmed.

In the form of graphs, the revealed patterns of NTO have been visualized, which made it possible to form harbingers of
the development of accidents and catastrophes at the NTO of LLC "GDYA", SNGP and GPS "Orlovka-2". Information
on the high experimental reproducibility of the obtained results was presented.

The technology has been developed of early detection and parrying of all types of potentially dangerous self-exciting systemic
phenomena on real NTO infrastructure — self-oscillations. Three cases of their excitation in real gas fields were presented.
Results. The paper shows the fragmentary nature and locality of emergency protection systems based on the ALARP
principle. The consequence of this was its complete unsuitability for early detection and counteraction to the most large-
scale and costly system accidents — catastrophes that were multifactorial processes, in which none of the factors was
decisive. The alternative complex solution of the problem proposed by the authors and brought to working condition
was based on a system approach adapted to the NTO of the oil and gas complex.

The measured parameters of various NTO infrastructure — fields of LLC "GDYA" and SNGP were processed and
analyzed at the moments of development of self-oscillating modes on them, due to self-sustaining nonlinear
mechanisms of interaction of NTO elements with constant (non-oscillatory) sources of energy replenishment. Three
such modes of self-excitation were illustrated. The most informative in this case were the transient modes of operation
of the equipment.
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According to the technologies experimentally developed by the authors, the areas of critical operating modes of
equipment with pronounced potentially dangerous bifurcation points were analyzed. The result of superimposing
treatments of the measured parameters of eight full-scale tests of NTO — graphs of dimensionless amplitude-frequency
characteristics of the interconnections of a real dynamic system was presented: "input — gas cooling housing" —
"output — pipe casing" at the frequency of self-oscillations.

Discussion and Conclusion. The capabilities of ALARP did not meet the tasks of system monitoring of the occurrence
and development of dangerous incidents in gas fields. This conclusion can be attributed to all standard sizes of NTO
infrastructure in Russia. Fundamentally different solutions should be used to ensure comprehensive observability,
controllability, and safety of NTO. A comprehensive scientific and technical program is recommended: "Innovative
hardware and software tools and technologies to ensure the observability, controllability, and safety of the NTO
infrastructure of Russia".

Keywords: natural-technogenic object, ALARP principle, safety of oil and gas fields, development of a system
accident, counteraction to the development of accidents
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AHHOTALUSA

Beéedenue. 3HaumMyr0 dYacTb MHPOBOM W TOCYAApCTBEHHOW OSKOHOMHKH COCTaBJIsIeT 100blda H IOCTaBKa
YTIIEBOJAOPOTHOTO CHIPhS. AKTYyallbHOCTh BOIIPOCOB O€30TIACHOCTH B OTOM cepe COXpaHUTCS B TECUCHHE ONMMKaNHTIIMX
necstwietnii. [IpoGiiema akTHBHO 00CyXmaercs B Mpo(eCCHOHAIBPHOM M HaydyHOM coobmiectBe. IlyOmmkyrores
TEOPETHUYECKHE W NPHUKIALHbIE paOoThl. [IpOCUMTHIBAIOTCA M BHEIPSAIOTCS JIOKAJIbHBIE, TOUCUHBIE METOJBI, KOTOPBIE
MO3BOJISIIOT TIPENICKa3blBaTh M IPEAYNPEXIaTh aBapUiHBIE CUTyallMd B OIPEIEICHHBIX Y3JaX paccMaTpHBAEMbIX
00bekToB. [Ipy 3TOM HET JOCTaTOYHO OOOCHOBAaHHBIX M BOCHPOM3BOJMMBIX CHCTEMHBIX PELICHHH, CIIOCOOHBIX
YUUTBIBaTh COCTOSIHME, HAlpuMmep, HEe(TSIHOTO MM Ta30BOr0 MPOMBICIAa KaK €IMHOTO KOMIUIEKCAa M BBICTYHATh
WHIIMKaTOpaMU HE TOJHKO OOBIYHBIX JIOKAJIBHBIX aBapuil, HO W CUCTEMHBIX aBapuii — karactpod. Takoe HayuyHO M
9KCIIEPUMEHTAIbHO OOOCHOBAHHOE PEIICHHE OIKMCAHO B NPEACTaBIEHHOH craTbe. [loaxoa mpemokeH B pamkax
(dbopMHUpOBaHUS KOMIUIEKCHON Hay4HO-TexHH4eckoil mporpammer (KHTII) obecrmeuenust 6e30mMacHOCTH TMPHPOTHO-
texHOreHHbIX 00BekTOB (IITO). Llens paboTel — ommcaTh MPaKTHKy €ro NPUMEHEHHS B YCJIOBHSX KOHKPETHBIX
ra30BBIX IPOMBICJIIOB M OOOCHOBATh OTKa3 OT OPHEHTALMM HA PEIICHUS, YYUTHIBAIOIINE TOJBKO MHHHUMAJIbHBINA
MPAaKTUYECKH TPHEMJIEMBI PHUCK, TO ecTh MocTpoeHHble mo npuHImMIY ALARP (amrn. as low as reasonably
practicable).

Mamepuanvt u memoowt. VICXOTHBIMU JUIS CTaTbU CTaJM Pe3yJIbTaThl IPOBEACHHBIX C YYaCTHEM aBTOPOB HATYypPHBIX
UCMBITAaHUH  NPHUPOAHO-TEXHOTeHHBIX 00BbekToB (IITO) Hedrerazooro kommiekca —  HOxHOo-Pycckoro
mectopoxaenuss OAO  «Cesepuedrerazmpom» (CHITI), OOO «laznpom pobwiua SAmOypr» («[AS») u
rasonepekauynBaronieit craniuu (I'TIA) «OpnoBka-2» (Ykpanna). 3HauuMBble pe3yIbTaThl TONYYEHBl U JI0Ka3aTeIbHO
(bU3MYEeCK MHTEPIPETUPOBAHBI IIPH NPUEMO-CIATOYHBIX UCIIBITAHUSIX CEPTH(GUIMPOBAHHOTO HA B3PHIBOOE30IACHOCTH,
CO3JIaHHOTO TI0/I PYKOBOJICTBOM aBTOPOB IIPOTOTHIIA CHCTEMBI NpOTHBOACHCTBUs pa3Butuio karactpod (CIIPK) nHa
ycTaHoBKe KoMIutekcHoil moarotoBku rasza (YKIII) B OOO «I'JIS1 B 2006 roxy. Ilpu sToM BrepBble B MHPOBOH
NpakTHKe OBIT aKTHpOBaH (akT paHHETro OOHApyKeHMs M TmapupoBaHust 6e3 mocnenctsuii cpeactBamu CIIPK nHa
VKIIT-2 pa3BuTHs MacmtabHON 0OIIETIPOMBICIOBOM KaTacTpoQBbl.
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B Buzme rpaduxoB BH3yalM3HpOBaHBI BbIABICHHBIC 3akoHOMepHOocTH [ITO, mno3BomuBmume chopMHPOBATH
MIPEIBECTHUKH pa3BHUTHs aBapuii u katactpod Ha [ITO OO0 «I'IS», CHITI u I'TIC «Opmnoska-2». IIpeacraBneHa
nH(popManus 0 BEICOKOH 3KCIEPHUMEHTAIBHON BOCTIPOM3BOANMOCTH IOTyUCHHBIX PE3YJIBTATOB.

OtpaboTaHa TEXHONOTHS paHHETO OOHApyKCHHWS W MApUPOBAaHHMSA BCEX THUIOB IOTECHIMAIBHO OIACHBIX
CaMOBO30YKIAIOMNXCS CUCTEMHBIX ABJIeHnH Ha peanbHbIX [ITO uadpacTpykTypsl — aBrokonebanuii. [IpencraBneHb
TPH CIly4asi X BO30YKAEHHS Ha peabHBIX Ta30BbIX IIPOMBICIIAX.

Pesynomamut  uccnedosanusn. Ilokazana (parMeHTapHOCTH M JIOKAIBHOCTh CHCTEM aBapuiiHO#M 3ammurtel [1TO,
6asupyrommxcs Ha npuHoune ALARP. CrienctBuem 3Toro crajia ero HojiHasi HePUIoTHOCTb Il PAaHHETO OOHapY KeHUs 1
MPOTHBOJIEUCTBHSI CAMOOPIaHU30BaHHO BO30Y KIAIOIIMMCS HanboJiee MaclTaOHbIM M 3aTPaTHBIM CHCTEMHBIM aBapusiM —
KaTacTpodam, MPeCTABISIONIUM COOOU MPOIECChl MHOTO(AKTOPHBIC, HU OJWH M3 (haKTOPOB B KOTOPBIX HE SIBIISICTCS
ompenersonmM. [IpeamoxeHHoe aBTOpaMHy 1 JIOBEJEHHOE JI0 pab0dero COCTOSIHYS ajbTepPHATHBHOE KOMIUIEKCHOE PEIICHUE
npo6reMbl Ga3upyercs Ha ananTupoBaHHoM K [1TO HedTerasoBoro KoMIekca CHCTEMHOM HOIXOE.

O0paboTaHBl W TPOAHATH3UPOBAHBI M3MepseMble mapamerpsl pasHeix I1TO urppacTpykrypsr — mpomsicio OO0
«'Asl» wm CHITI B MOMEHTHI pa3BUTHS Ha HHX aBTOKOJEOATeIbHBIX  PEXHMOB, OOYCIOBICHHBIX
CaMOTIOICPKUBAIOIIMMICS HETUHEHHBIMA MeXaHu3MaMu B3amMogneicTBus aneMeHToB IITO ¢ mocrosHubIME (HE
Kose0aTenbHBIMH) UCTOYHHKAMHU BOCIIONHEHUS SHEpTrU. [IpoMmocTpupoBaHO TP TaKUX PEXHMMa CaMOBO30YKICHHS.
Hawubonee nHGOpPMATHBHBIMH MIPU 3TOM OKa3aJICh IIEPEXOAHbIE PEKUMBI Pa0OTHI 000PY/I0BaHUSI.

[To sKkcrnepuMeHTaNbHO OTPAaOOTAaHHBIM ABTOPAMHM TEXHOJIOTHSIM ObUIM TPOaHATM3MPOBAHbI O0JACTH KPHUTHYECKHX
PEKHUMOB paboThl 000PYIOBaHHS C BBHIPQKEHHBIMH TOTEHIMAIBHO OMACHBIMU Toukamu Oudypkauuu. [IpeacraBnen
pe3ysbTaT HAIOKEHHS 00pabOTOK M3MEpSEMBIX INapaMeTpoB BOChMH HaTypHbBIX ucnbltannii [ITO — rpaduxos
0e3pa3MepHBIX AMIUTUTYIHO-YaCTOTHBIX XapaKTEPUCTUK B3aUMOCBS3EH peasIbHOM TMHAMHYECKOH CHCTEMBI: «BXOX —
KOPITYC OXJIaXJCHUS ra3a» — «BBIXOJ — TpyOHast 00BsI3Ka KOpITyca» Ha 9acTOTE aBTOKOJICOAHHH.

Oobcyrcoenue u 3axknrouenue. Bosmoxnoctu ALARP He oTBeyaroT 3ajauaM CUCTEMHOI'O MOHUTOPUHIa BOSHUKHOBEHUS U
Pa3BUTHS ONACHBIX MHIMAEHTOB HA T'a30BBIX MECTOPOXKICHHSAX. DTOT BBIBOJ MOXKHO OTHECTH KO BCEM THIIOpa3MepaM
IITO undpactpykrypsl Poccnn. [l oOecrieueHHs: KOMIUIEKCHOM HaOJIIOa€MOCTH, YIPABISIEMOCTH, O€30IaCHOCTH U
samumentoct [ITO cnenyer 3amelicTBOBaTh NPUHIMITHAIGHO MHBIE pelIeHus. PekoMeHI0BaHA KOMIUIEKCHAs HaydHO-
TeXHHUYecKas Mporpamma: «l/HHOBaIlMOHHBIE IIPOTPaMMHO-alNapaTHbIE CPEACTBA M TEXHOJIOTHM B oOOecredeHue
HaboAaeMo Ty, yripasiseMocty, 6ezomnacHoct [1TO undpactpyktypsr Poccumy.

Kniouegvle cnoea: npuponHO-TeXHOTeHHbI 00bekT, npuHiun ALARP, Ge3onacHocTh He(Tera3oBbIX MPOMBICIOB,
pa3BUTHE CUCTEMHOM aBapUU. IPOTUBOJECHCTBUE PA3BUTHUIO aBAPUIL

BnarogapHocTu. ABTOpHI BBIPAXAIOT OJaroJapHOCTh PENAKIMM U PEIeH3eHTaM 3a BHUMATEJIBHOE OTHOIICHHE K
CTaTbe M yKa3aHHBIC 3aMECUYaHHs, KOTOPHIC TIO3BOJIHIIH MTOBEICUTE €€ Ka4eCTBO.

Jost nuruposanus. [enydenko .M., Imurpuesckuii A.H. Obecnieuenne 6e30macHOCTH HHPPACTPYKTYPBI Ta30BBIX
MmectopoxaeHuil cpencrsamu ALARP u cucteMHOro noaxona. besonacHocms mexHO2eHHbIX U HPUPOOHBIX CUCHEM.
2023;7(4):55-69. https://doi.org/10.23947/2541-9129-2023-7-4-55-69

Introduction. According to the Center for Research on the Epidemiology of Disasters (CRED), almost all large-
scale system accidents are recorded post factum. This indicates a significant amount of work and efforts that are needed
to ensure safety of natural and man-made facilities [1]. It should be emphasized that in this case, safety is a systemic
(integral) nonlinear quality of a complex system. Scientific research in this area involves, in particular, the revision of
stable stereotypes. One of them is the statement that the parts determine the properties of the entire object (including
safety). It should be recognized that this theoretical approach (in some cases justified) does not find practical
confirmation when it comes to the problems considered in the framework of this study. Not only the risks of epidemics
and man-made disasters are growing in the world, but also the implementation of the worst scenarios and the enormous
losses associated with them. The experience of recent years proves an extremely low awareness of the features of such
processes and the inability to influence them.

The first full-fledged emergency protection systems in the world practice were created in Russia in the 50s and 60s
of the last century. Their authors were specialists in rocket space engines. In the 1970s and 2010s, as part of the
conversion, civil industries were able to use these unique achievements to solve safety problems of complex general
technical infrastructure facilities. First of all, the developments were used at nuclear and thermal power facilities, in the
oil and gas complex, and aviation. In the circumstances concerned in 1995, on the initiative of the NPO Energomash
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named after V.P. Glushko, the authors of the presented article formed an interdepartmental working group of the
Russian Academy of Sciences. In 2014, it was legalized by the decision of the All-Russian Research Institute for Civil
Defense and Emergency Situations of the Ministry of Emergency Situations of Russia (Federal Center for Science and
High Technologies).

The group took part in the works listed below.

1. In 2006, for the first time in world practice, a system was created that was certified for explosion safety and
allowed to counteract the development of a real large-scale industrial disaster.

2.1In 2016, a Strategy for countering the development of disasters was developed and defended.

3. In 2017, on behalf of the President of the Russian Academy of Sciences, the strategy "Innovative technologies
and means of protection against man-made accidents at industrial infrastructure facilities in Russia" was formed,
scientifically and experimentally substantiated, and defended.

4. In 2021, a Comprehensive Scientific and Technical Project (CSTP) of the full innovation cycle "Innovative
software and hardware and technologies to ensure the observability, controllability, and safety of the NTO infrastructure
of Russia" was created, scientifically and experimentally substantiated, and defended.

We should emphasize that the formulation of the problem and the technologies focused on its solution were the
result of work first on the Concept (on the instructions of the leadership of the All-Russian Research Institute for Civil
Defense and Emergency Situations of the Ministry of Emergency Situations of Russia), and then on the Strategy of the
Russian Federation to counter the development of Disasters (by the decision of the Presidium of the Russian Academy
of Sciences).

From the point of view of safety, one of the essential non-linearities of complex multicomponent infrastructure
objects is a violation of the superposition principle. The fact is that the safety of the NTO is not determined by the state
and functioning of its constituent elements™ > 3 4,

Nevertheless, in the real conditions of NTO operation, the world practice remains, as it was 100 years ago,
traditional, that is, locally oriented. It is based on the erroneous principle that the NTO is safe if all its elements are safe.
This is due to the almost complete loss of control of man-made disasters, which on average are 4-5 orders of magnitude
more costly in terms of consequences compared to local accidents in the NTO elements. Only in recent decades it has
been possible to understand, scientifically and experimentally substantiate the physical mechanisms governing such
incidents [1-4].

It should be noted that an application is ready for the development of a full innovation cycle CSTP "Creation of
innovative software and hardware and technologies to ensure the observability, controllability and safety of natural and
man-made infrastructure facilities in Russia". The project is focused on the creation of breakthrough domestic
technologies to increase the competitiveness of the economy in compliance with the provisions of the basic documents
of Russia's strategic development. The application has been approved for submission to the Council for Priority Areas
of Scientific and Technological Development of the Russian Federation. As a result, within the framework of the all-
Russian strategy, a unified system of natural and man-made security (USNMS) of the infrastructure of Russia will be
created [1, 5, 6].

The aim of the work was to describe a new practice implemented in the conditions of a specific gas field and to
justify the refusal to focus on solutions that take into account only the minimum practically acceptable risk, that is, built
on the principle of ALARP (as low as reasonably practicable). Let us clarify that the promising, global goal of the
authors' scientific and applied research, including those described in this article, was to create, within the framework of
the Strategy of the Russian Federation, an object-oriented unified system of natural and man-made security (USNMS)
of the infrastructure of Russia, an alternative output according to the ALARP ideology.

According to Rostekhnadzor of the Russian Federation, during the transportation of liquid and gaseous
hydrocarbons, cases of local accidents at regularly operated enterprises numbered in the hundreds and thousands cases.
In particular, there were:

— 545 cases of depressurization on the main pipelines during the last decade of the XX century;

— 42 thousand cases of depressurization on the infield pipelines during 2001 alone.

! Decree of the President of the Russian Federation of December 31, 2015 No. 683 "On the National Security Strategy of the Russian Federation".
URL: https://www.consultant.ru/document/cons_doc_ LAW_ 191669/ (accessed: 02.11.2023). (In Russ.).

% Decree of the President of the Russian Federation No. 642 of December 01, 2016 "On the Strategy of Scientific and Technological Development of
the Russian Federation". URL: http://kremlin.ru/acts/bank/41449 (accessed: 02.11.2023). (In Russ.).

3 Consolidated strategy for the development of the manufacturing industry of the Russian Federation until 2024 and for the period up to 2035.
Approved by Decree of the Government of the Russian Federation No. 1512-r of June 6, 2020.URL: http://government.ru/docs/39844/ (accessed:
02.11.2023). (In Russ.).

4 Idem.
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Obviously, only large-scale and costly organized counteraction could solve the problem.

The world's first successful practice was implemented in Russia in the 50-60s of the XX century in the field of
safety of heavy-duty liquid-propellant rocket engines for space purposes during development and routine fire tests [5]. It
is known as the emergency protection system (EPS).

In the 80s, a similar emergency shutdown system (ESS) was created in the West for general technical facilities. It
was based on the ALARP principle [6-9], which has been repeatedly refined in Russia and its numerous Russian
versions® [8-10]. Let us note that the term ALARP originated in the 70s in the field of British legislation on health and
safety at work, that is, outside the systematic approach. As a result, it retained many characteristic features of that time,
but exhausted them.

At the same time, safety policy of oil and gas production and transportation according to the ALARP principle more
often concerned the procedures for optimizing work processes. This practice was less often applied to the actual
emergency protection due to the weaker scientific and experimental elaboration of issues related to the relevant
processes.

Materials and Methods. The research focused on the problem of creating an EPS production chain of oil and gas
production and transportation based on the ALARP principle [11-13]. It accompanied the project of creating the
USNMS NTO, therefore, a comparative analysis of both approaches was carried out in the work.

As a rule, safety problems were solved by the interaction of:

— the customer (consumer of output products);

— the contractor (ideologist, developer and manufacturer of output products);

— the parties involved in the creation of NTO (design organizations and enterprises implementing projects).

In general, the object of research was an open dissipative dynamic system that combined elements that were
interdependent and interacted with each other and with the external environment. Two complementary information
components were taken into account to ensure safety of such NTOs:

— elements in the NTO (local accidents);

— NTO as a whole (a complex of interrelated elements, local accidents and systemic disasters).

A mandatory stage of such work was the coordination of the customer's request and the contractor's capabilities.

Each component was a set of processes with its own energy and indication.

Results. It should be emphasized that the study of the NTO elements in itself was not informative enough to
understand its state as a whole [3—4]. The observability, controllability and safety of the NTO as a system were not
determined by the characteristics of its constituent elements, even if all of them were taken into account.

Thus, according to ALARP, the most common cause of accidents and technological disasters was the human factor.
This does not correspond to the modern point of view [3]. Nevertheless, the ALARP principle has become even more
widespread in Russia than in the UK. In particular, it was recommended by GOST for risk management®.

The current situation does not negate doubts about the validity of ALARP. Below are its statements that have caused
explicit or implicit limitations for qualitative research on the NTO safety.

1. NTO elements do not interact with each other or their interaction can be neglected. This contradicts the real state
of affairs. All NTO infrastructures, including oil and gas complexes, are multicomponent, complex dynamic systems.
They are viable only with a controlled interaction of elements. That is, the fallacy of the statement is easily refuted by
practice. Why is it not abandoned? The fact is that such an approach justifies simplifying the procedure for summing up
the risks of the NTO elements in order to obtain an integral risk for the whole object.

2. The only material carriers and sources of danger to the NTO infrastructure are the elements that form them. The
statement is true, but only in relation to local type accidents. The rule does not work if we are talking about system
accidents — catastrophes that are more expensive than the local ones by an average of 4-5 orders of magnitude.
Catastrophes are multifactorial phenomena. These are the consequences of violations of the normal dynamic interaction
of the NTO elements with each other, NTO with its own control system, NTO with adjacent equipment, NTO with the
external environment, etc.

3. The sources of danger in the NTO elements are statistically mutually independent. This assumption is wrong, first
of all, in relation to the most severe system accidents — catastrophes that arise due to violations of the interaction of the
NTO elements.

5 GOST RIEC 61511-3-2011. Functional safety. Safety instrumented systems for the process industry sector. Part 3. Guidelines for the
determination of the required safety integrity levels. URL: https://docs.cntd.ru/document/1200094220 (accessed: 02.11.2023). (In Russ.).

% GOST R 54505-2011. Functional safety. Risk management on railway transport. URL: https://docs.cntd.ru/document/1200094215 (accessed:
02.11.2023). (In Russ.).
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4. The risk associated with the element has been taken as a measure of the element's danger. Other, more significant
risks caused by violations of the interaction of elements with each other and with the external environment of the NTO
are not taken into account. The measure of the NTO danger as a functional unit is determined by the sum of risks of its
elements [6—11], [14]. It is unacceptable to summarize the risks associated with the NTO elements. And the point is not
that they usually have different dimensions (with the help of the matrix apparatus of risks, the dimension can be
excluded [14]), but in the statistical interdependence of the sources of the danger of NTO. According to the ALARP
scenario, there is no way out of this situation.

As a result, it is necessary to operate with understated risk indicators compared to their actual values, which means
underestimating the real dangers for NTO.

The above allows us to make a number of statements.

— ALARP suggests following an outdated local approach to solving safety problems of the NTO infrastructure,
which limits the scope of its application. The situation is aggravated by the failure to mention the unsuitability of
ALARRP for solving problems of system analysis of the state and behavior of the NTO infrastructure.

— Specialists focused on working on ALARP do not have special tools for the study of the NTO infrastructure itself,
the development of elements and in general EPS, as well as for the maintenance of the output result of ALARP, etc. Let
us note that such tools are planned to be developed within the framework of the previously mentioned CSTP.

— ALARP specialists do not have a technology that can adequately provide the required informativeness,
manageability and safety of the NTO.

— Equipping the NTO infrastructure with emergency protection systems based on ALARP does not meet the modern
vision on the problem of ensuring the safety of NTO.

Thus, the main weakness of ALARP is the refusal to take into account the dynamic interaction of elements as part of
the NTO infrastructure.

Experimental confirmations of the extreme importance of the dynamic interaction of the NTO elements of oil
and gas fields. The authors of the presented article take the opposite position and have repeatedly received
confirmation of its validity when conducting research and development work, including conversion, designed to ensure
man-made safety of civilian facilities, taking into account the experience of space engine building. One of these civilian
areas has become the extraction and transportation of oil and gas. It is important to note that the authors had unique
specialized hardware and software resources and technologies (including of their own development).

Some results of full-scale tests of different standard sizes of NTO were obtained for the first time. To convey these
results and the accumulated experience, the evidence-based data on the decisive role of the processes of interaction of
the NTO elements are presented below. They are necessary for the formation of informative components of the NTO
work processes, and can also be harbingers of large-scale, often spontaneously developing anomalies such as man-made
disasters [1, 3]. In the real conditions of geographically distributed oil and gas fields, the interactions of elements were
traced over distances:

—about 10 m at the facility safety levels;

—up to 100 m at the workshop levels;

—up to 10 km at the field level.

The authors did not conduct research at larger distances between the elements.

Let us list the constructs of the production links of oil and gas production and transportation, which form the
dynamic interactions of the elements of the technical control system:

— energy producing units (combustion chambers, gas generators, cylinders of internal combustion engines, etc.);

— energy converters (pumps, compressors, turbine units);

— external and internal bindings of workshops interacting with other links, by-passes, input and output manifolds;

— energy storage links;

— wellheads.

Figures 3—7 in the article are the results of the analysis of the measured parameters of various NTOs infrastructure,
which were investigated by the Interdepartmental Working Group of the Russian Academy of Sciences represented by
the authors during field tests.

Let us start with the most common regular systemic phenomena in the oil and gas industry — self-oscillations
caused by self-sustaining nonlinear mechanisms of the interaction of the NTO elements with constant (non-oscillatory)
sources of energy replenishment. In the cases described below, the results from the authors' own experience of
conducting field tests of oil and gas facilities were used, although the coverage was significantly wider and included
thermal power plants, hydroelectric power stations, nuclear power plants, production and operation of heavy-duty diesel
generators, turbo-expanding assemblies (TEA), etc.
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The main attention was paid to the timely detected incidents, which, thanks to the use of technical means, did not
develop into accidents and catastrophes. Thus, at the Yuzhno-Russian field of OJSC Severneftegazprom, when fixing a
powerful self-oscillating process of the dynamic interaction of the pair "ground structure of the well cluster — adjacent
subsurface", an emergency shutdown of the existing well cluster was triggered (Fig. 1).
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Fig. 1. Self-oscillating process of the dynamic interaction of the pair "ground structure of the well cluster — adjacent subsurface ",
recorded at the Yuzhno-Russian field of OJSC Severneftegazprom: a — wellhead; b — fragment of the vibration parameter of the
pipe head of the wellhead at the initial moment of self-excitation of powerful natural and man-made self-oscillations with a
frequency of =~ 200 Hz

Let us explain that part a) presents the design of the wellhead with a 34-channel system for measuring and recording
vibration parameters of the 2nd string of the 9th well cluster. The black arrows show the locations of the sensors and the
measurement directions of the vibration parameters of the structure of the 2nd string of the 9th well cluster, the red
arrows show the direction of movement of the gas flow. Here, YO is a shut-off device, Ub is a measuring unit, BPM is a
methanol control unit, and VP is a regulating device.
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The authors of the article had to urgently distract themselves from their main work and take part in clarifying the
nature of the dangerous phenomenon. As the subsequent calculation and analysis of metal from critical sections
showed, the fatigue strength of the metal structure was exhausted in the next 2-2.5 hours.

Additional processing of the measurement results made it possible to establish dislocations of:

— a constant source of energy replenishment (adjacent bowels of the cluster of wells);

— a nonlinear oscillatory circuit (cluster of wells).

The authors have worked out the appropriate methodology, software and hardware in relation to space propulsion.
At the frequency of excitation of self-oscillations of all pairs of measured vibration parameters of the wellhead,
coherence almost coincided with unity.

Figures 2 and 3 present the location and characteristics of the case of self-excitation of self-oscillations. The authors
recorded it when they conducted full-scale tests of the integrated gas treatment plant (IGTP) at Gazprom Dobycha
Yamburg LLC (GDYA) in the frequency range of 36-56 Hz (depended on the operating mode).

The physical mechanism was identified as self-oscillation — a strong dynamic interaction of the gas drying housing
equipment and its external strapping. The most informative tests turned out to be on transient modes of operation of the
equipment:

— slow throttling from 100% of the mode to 65% (in time from 550 seconds to 750 seconds);

— slow subsequent forcing from 65% of the mode to 85% (in time from 1200 seconds to 1300 seconds).

Fig. 2. At the integrated gas treatment plant (IGTP-2), a strong nonlinear interaction of dynamic links occurred "gas drying body
(on the right, in the background) — external binding"
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Fig. 3. IGTP-2. Time dependence of the frequency of self-oscillatory interaction of dynamic links "gas drying body — its external
binding": 1 — according to the processing of the results of field tests; 2 — according to the accompanying theoretical calculation



Deduchenko FM, et al. Ensuring Safety of Gas Field Infrastructure Using ALARP and a Systematic Approach

The acceptance tests of the explosion-proof prototype of the disaster response system (DRS) at the GDYA IGTP-2
in 2006 turned out to be unique in terms of information content and practical physical interpretation of the discovered
phenomenon. To confirm the experimental reproducibility of the results, 10 similar full-scale tests of IGTP were
planned in the modes of regular forcing and throttling. The only non-rigid exception, as expected, was the 8th test. Let
us note that complex systems had different time scales. In the 8th case, in order to obtain a higher time resolution than
in the previous seven tests, the process gradient was reduced by more than half.

Due to the exceptional importance of the test results, in addition to regular measurements, the program regulated the
deployment of a 96-channel geographically distributed system for measuring various parameters of the facility. At the
automated workplace of the DRS operator in the gas drying building, the parameters were presented after group
synchronization and centralization (GPS satellite system was used).

Pronounced bifurcation points in the working processes of the production field (at~ 18% of the nominal value)
attracted the attention of the authors long before the acceptance tests. However, this phenomenon had not previously
caused incidents, so the tests were not canceled. Figure 4 shows the result of graphs overlay of eight of the planned ten
DRS tests.
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Fig. 4. IGTP-2. The result of eight full-scale tests overlay— graphs of dimensionless amplitude-frequency characteristics and
relationships of the dynamic system: "inlet — gas cooling housing" — "outlet — pipe casing" at the frequency of self-oscillations

Here, in the forcing sections, after passing the bifurcation points, the lower branch of the curve was used in tests 1,
3,4, 6, and the upper branch was used in tests 2, 5, 7, 8.

It is clear that the blurriness of the graph in Figure 4 (as well as the graphs in Figures 6, 7 and 8 for other objects) is
explained not by errors in measuring the NTO parameters, but by overlays of the results of processing data from field
tests conducted at the same values of the operating parameters of each object. At the same time, the blurriness of the
graphs is important from the point of view of informativeness. It makes it possible to:

— clearly present the degree of reproducibility of test results (or other parameters, depending on the formulation of
the problem), that is, to draw conclusions about the correctness or incorrectness of the problem being solved;

— take reasonable tolerances for the tasks of making decisions about technical and (or) functional state of the NTO in
the forms of dependence on the operating parameters of the NTO in the entire range or sub-ranges of values.

Figure 5 shows a fragment of the processing of the results of the eighth test in the vicinity of the critical point (18%
of the nominal value) at the throttling site with the spontaneous development of a systemic technogenic accident. At that
time, there was no gas automation in the cooling and drying housing, so the situation was adjusted manually using a
bypass. They did not use a conventional emergency stop, but reverse forcing.
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Fig. 5. IGTP-2. The initial stage of spontaneous development of a systemic disaster

Experimentally determined post factum, the horizon of the disaster forecast turned out to be unprecedentedly
large — t* =90 sec at the values of Lyapunov exponents in the areas of excitation and damping of oscillations,
respectively: A =+ 0.14 Hz and A, = —0.38 Hz. We have established the reason for such a rare phenomenon in the NTO
operation. It is due to the discovered (apparently for the first time in world practice) mechanism of a two-stage scenario
of excitation and development of a catastrophe. At the first step of the previously established critical mode with the
bifurcation point shown in Figure 4, there was a shop system excitation of a group of production field elements — turbo
expander units in interaction with an external pipe binding. It also played the role of a trigger mechanism in the second
step, which was characterized by a strong interaction of the wellheads with the subsurface.

Subsequently, the development of this general industrial disaster was qualified as the first in the world practice to
detect in time (which made it possible to take countermeasures) an extremely dangerous regional man-made natural
earthquake with a magnitude of 6 to 7 points on the Richter scale. The energy source was the subsoil, the constructs of
the clusters of wells worked as a trigger mechanism. A decisive role was played by manually lowering the throttling
gradient at the eighth acceptance test and, accordingly, increasing the production field time in the danger zone — in the
vicinity of the critical bifurcation point at = 18% of the nominal value.

Now it has become a universal practice to detach resonant frequencies from dislocation zones or to accelerate their
overcoming in transient modes. Examples include space rocket engines, nuclear power plants, hydroelectric power
plants, aviation equipment, etc.

Two factors realized during the acceptance tests are of exceptional importance.

1. A systematic approach to the organization and conduct of DRS tests. Formation of a package of initial
experimental data to understand the essence of the mechanism and counteract the development of an extremely
dangerous phenomenon — a general industrial disaster, which geographically and in time coincided with a man-made
natural earthquake. The local approach peculiar to ALARP and its output products was not in demand in this case.

2. High information content. The standard system for measuring production field parameters has been
supplemented. A geographically distributed parameter measurement system with group synchronization and
centralization of parameters was used. The regularly measured production field parameters indicated the development
of an emergency:

— a fraction of a second before its completion, when emergency protection was impossible;

— only by secondary signs in the high-frequency range (the main events were recorded at low frequencies).

Figure 6 shows overlays of the results of processing of twelve full-scale tests of turbo-expanding units in the gas
drying housing of IGTP-2 LLC GDYA during one and a half months of repair.
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Fig. 6. Experimentally reproducible amplitude-frequency characteristics of the dynamic system "TEA-2 — TEA-7"

In this case, the authors used a two-channel modular unit for high-precision synchronous isolation of frequency
components 53F, (53 — the number of turbine blades of the studied standard size of turbo-expanding assemblies) in the
axial vibration parameters of TEA-2 and TEA-7 turbines. The modes of slow forcing (red curves) and throttling (blue
curves) of TEA-2 operated. The work was carried out in the nominal normal mode of TEA-7.

Thus, the amplitude-frequency characteristics of the resonant type (Fpe3 = 3009 Hz) of the potentially dangerous
high-quality (Q = 76.5) dynamic interaction of TEA-2 and TEA-7, reproduced in a wide frequency range up to
5300 Hz, were evident. It was necessary to develop and implement serious counteraction measures. In addition,
additional field tests were conducted to confirm their effectiveness. This was a unique case of experimentally
reproducible system testing of TEA-2 in the modes of starts and stops of its dynamic interaction with an adjacent,
operating at the nominal mode TEA-7 in a wide frequency range. This experimentally proven approach and the
technology adequate to it can be used in the operation of any rotary and (or) piston type equipment. It is important to
keep in mind that formed according to similar characteristics (see Fig. 6) harbingers of development of emergency
situations at NTOs are systemic. They are suitable for solving problems of identifying the type of developing
accident — local and systemic (disaster).

Figures 7 and 8 present experimentally reproducible systemic patterns of interaction between gas pumping units
(GPU). They were worked out at the Orlovka-2 gas pumping station (Ukraine) and are not fundamentally monitored by
ALARP-based systems. The total number of field tests according to Fig. 7 (GPU-1 — GPU-2) is 14, according to Fig. 8
("GPU—4 — GPU-5") is 18.
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Fig. 7. GPS "Orlovka-2" (Ukraine). Reproducible patterns of interaction "GPU-1 — GPU-2"
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Fig. 8. GPS "Orlovka-2" (Ukraine). Reproducible patterns of system interaction "GPU-4 — GPU-7"

In the figures, the patterns are shown in the form of hodographs in the form of dependencies, measured in the
horizontal and vertical directions of the mean square root values of the vibration velocities of the GPU on the total gas
flow through the GPS — g. For certainty, the frequency range of measurements of mean square root values of 0.1-5 Hz
was chosen. According to statistics, it is in this range that processes with a large self-organized concentration of energy
often occur in NTO structures, which provoke the development of emergency outcomes — both local and more costly
systemic ones. Despite the significant differences in the physical mechanisms, in this case, the results obtained can be
used in the operation of rotary-type equipment, and with appropriate adaptation in the operation of non-rotary
equipment.

For the development of the above-mentioned prototype of the DRS and the Strategy of the Russian Federation for
countering the development of systemic accidents [1, 3], are essential:

— reproducibility of the results of field tests;

— experimental validity of statistically correct applied results.

Let us also note the importance of the typical scenario expected by specialists for the development of systemic
accidents of different physical nature. It took at least ten years of targeted scientific and experimental work to confirm
the reproducibility of the results. This made it possible to implement in the DRS and then reflect in the Strategy of the
Russian Federation a set of unified algorithms and technical means for early detection, monitoring and protection
against all types of man-made accidents.

An extremely important quality of this complex has been worked out — object orientability (the possibility of deep
adaptation to almost any standard sizes of the NTO infrastructure).

We also note a characteristic feature of the system approach, which allows us to draw the right conclusions even if
the experimental reproducibility of the results of the NTO full-scale tests is weak or not detected at all. It should be
borne in mind that the same element of a complex system (for example, a compressor) demonstrates different properties
and behavior, even if it functions as part of a single NTO. It depends on whether the situation is considered before or
after the repair. This effect is easily confused with poor reproducibility of compressor test results.

Comparative analysis results of emergency protection systems adequate to the ALARP principle and the
CSTP system approach. In almost all publications related to the ALARP principle, there are conditions from which
ALARP proceeds. For some reason, they have to be executed by themselves, and this is a reason for criticism. The
ALARP principle can be unconditionally used for a class of objects that are collections of such objects that are not
related to each other, do not interact and are statistically independent. Thus, the usefulness of ALARP is limited to
individual studies outside the system of each element of the NTO. Also, outside the system, the class of local accidents
inherent in the elements is considered. The ALARP principle is not suitable for an adequate study of NTO as a whole
structure, the formation of adequate symptoms, decision-making algorithms, etc. Using any tools based on the ALARP
ideology (and EPS as well), we must understand that we are going to a conscious restriction.
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The only way out seems to be the rapid creation of safety systems that are alternative to those that focus on ALARP.
The foundation for new solutions should be the foundation formed for the implementation of a comprehensive scientific
and technical program "Creation of innovative software and hardware and technologies to ensure the observability,
manageability and safety of natural and man-made infrastructure facilities in Russia".

Here are the main arguments for the readiness to create safety and emergency protection systems within the
framework of the CSTP as an alternative to the EPS according to the ideology of ALARP.

— Certified prototypes of professional tools have been created, including in explosion-proof design, for experimental
testing of components of the system for countering the development of accidents and catastrophes.

— Emergency protection systems according to the CSTP are based on combined local and systemic approaches to the
study of the NTO infrastructure within the framework of the theory of self-organized criticality [3].

— The emergency protection systems according to the CSTP take into account the discovery of the 50-60s of the
Russian space engine industry [6]. We are talking about two types of the physical nature of accidents. In modern
terminology, they are called local (in the NTO elements) and large-scale, systemic (in NTO as an integral functional
unit). According to the ALARP scheme, the EPS reacts to the development of only low-cost local accidents.

— Emergency protection systems according to the CSTP are ready to make motivated decisions about the beginning
of the development of all types of local accidents and systemic accidents in the NTO. This distinguishes them from EPS
according to the ALARP scheme, which reacts only to local accidents.

— In the emergency protection systems according to the CSTP, the readiness to transfer the NTO to a safe state has
been achieved in two scenarios. The first one is the transfer of the NTO to gentle modes of operation. Second:
emergency shutdown in response to motivated decisions about the development of emergency critical situations.

— Restrictions on the scope of application of emergency protection systems according to the CSTP according to the
type of a priori conditions for EPS according to the ALARP scheme have been lifted.

— In emergency protection systems according to the CSTP, the symptoms of the development of local, systemic
critical conditions of NTO and the rules for making decisions on the transfer of NTO to a safe state have been
scientifically and experimentally worked out.

— Readiness has been achieved (when making an appropriate decision) to work out a high-speed mechanism for
transferring the NTO to a safe state for the most dangerous explosive-type accidents with a characteristic development
time Az = 30-70 ms.

Discussion and Conclusion. The emergency protection systems developed according to the CSTP "Observability,
manageability, safety of the NTO infrastructure of Russia" are considered. Their capabilities are evaluated in the
conditions of the Northwestern region of the Russian Federation [1]. The new approach is compared with the ALARP
principle, which is widespread in the West and in Russia.

It is shown that ALARP has outlived its usefulness, since its local orientation does not meet the tasks of system
monitoring of the IT infrastructure [§—14]. The ALARP approach remained at the level adopted at least 100 years ago,
in the first half of the twentieth century. This is how it is necessary to evaluate developments implemented under the
ALARP scheme and their output products, including emergency protection systems [8—14].

Research and practice indicate that the ALARP methodology does not provide comprehensive observability,
manageability, and safety of natural and man-made infrastructure facilities. For this reason, the ALARP-based approach
does not provide timely, high-quality indication of the development of devastating system crashes — catastrophes.

Emergency protection systems created according to the proposed CSTP project integrate local and integrated
approaches to infrastructure monitoring within the framework of the theory of self-organized criticality [3].

The prospects of replacing ALARP-based approaches with solutions corresponding to the CSTP are shown.
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Anatonunii HuxonaeBuu /IMutpueBckuii, akanemrk PAH, Hay4HbIi pyKOBOANTENF HHCTHTYTA MPOOIeM HEDTH 1
raza PAH (119333 r. Mockga, yin. ['yOkuna, 3), director@ipng.ru

3asenennwiii 6xk1a0 coasmopos:

®.M. Jlenyyenko — GopMupOBaHHE OCHOBHOM KOHIICTIIHMY, IIETH U 33Ja9d MCCICIOBAHUS, PACUCTHI, MIOJATOTOBKA
TeKCTa, HOPMyIIMPOBAHUE BHIBOJIOB.

A H. [ImutpueBckuii — HaydYyHOE pPYKOBOJICTBO, AaHAlU3 pE3yJIbTATOB HCCIICOBAaHUMN, I0pabOTKa TEKCTa,
KOPPEKTHPOBKA BBIBOJIOB.

Kongpruxm unmepecos: aBTOphI 3asBIAIOT 00 OTCYTCTBUU KOH(MIUKTA HHTEPECOB.

Bce agmopui npouumanu u 0006punu OKOHUAMENLHBLI BAPUAHIT PYKORUCU.
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