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Abstract 
Introduction. The scientific literature discusses the potential of artificial intelligence (AI) for ensuring industrial safety. 
Risk control methods are considered and recommendations for incident prevention are given. The relationship between 
the competencies of lifting crane operators and the probability of accidents has been studied. Examples of using neural 
networks for determining the reliability of removable lifting devices are presented. Remote monitoring of operational 
safety is described. However, the use of AI to manage risks in a car repair station has not been sufficiently studied. This 
research aims to address this gap. The aim of this work is to demonstrate the potential of neural networks in creating a 
safety monitoring system for an automobile repair facility. 
Materials and Methods. The design materials of the service station at the equipment repair and maintenance center 
served as basic information. This enterprise was created by specialists of the Department of Operation of Transport 
Systems and Logistics at the Don State Technical University (DSTU). Risks were classified according to 
GOST ISO 12 1001 and GOST R 58 7712. Neural networks were trained using open-source libraries for the Python 
programming language. The digital monitoring system model with visualization was implemented using the AnyLogic 
simulation system. 
Results. The authors of this work trained 20 neural networks and selected five with the lowest error function values 
(from 74% to 78%). Out of five networks that worked most correctly, one was chosen that predicted the output 
parameter more accurately — 74%. The neural network with the best performance was a multilayer perceptron with 30 
neurons in the input layer, 15 in the hidden layer, and 3 in the output layer. It was used to create a digital twin that 
warned in real time about potentially dangerous events: the movement of a car, a crane, and the opening of an 
inspection pit. Additionally, it identified workers without personal protective equipment or access to the work area. 
Discussion and Conclusion. The use of a digital safety monitoring system model will make it possible to identify high-
risk work areas in advance, and reduce accidents and industrial injuries. The introduction of this model in auto repair 
facilities involves the installation of sensors and warning systems. In the future, we plan to explore the possibility of 
integrating algorithms with the risk monitoring system to help personnel repair specific types of machines. 
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Оригинальное эмпирическое исследование 

Система цифрового мониторинга безопасности для авторемонтного предприятия 
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Аннотация 
Введение. В научной литературе описываются возможности искусственного интеллекта (ИИ) для обеспечения 
производственной безопасности. Рассматриваются методы контроля рисков, даются рекомендации по предот-
вращению инцидентов. Изучена связь между компетенциями машинистов грузоподъемных кранов и вероятно-
стью аварий. Есть примеры использования нейросетей для определения надежности съемных грузозахватных 
приспособлений. Описан дистанционный мониторинг эксплуатационной безопасности. При этом недостаточно 
проработаны вопросы применения ИИ для контроля рисков в автосервисе. Представленное исследование при-
звано закрыть данный пробел. Цель работы — показать возможности использования нейросетей для формиро-
вания системы мониторинга безопасности на авторемонтном предприятии. 
Материалы и методы. В качестве базовой информации использовали проектные материалы станции техниче-
ского обслуживания при Центре по ремонту и обслуживанию техники. Это предприятие создали специалисты 
кафедры «Эксплуатация транспортных систем и логистика» (ЭТСиЛ) Донского государственного технического 
университета (ДГТУ). Риски классифицировали по ГОСТ ISO 12 100 и ГОСТ Р 58 771. Нейронные сети обуча-
ли по открытым библиотекам для языка «Питон» (Python). Модель системы цифрового мониторинга с визуали-
зацией реализовали в системе имитационного моделирования «Эни лоджик» (AnyLogic). 
Результаты исследования. Авторы представленной работы обучили 20 нейросетей и отметили пять с 
наименьшими значениями функций ошибок (от 74 % до 78 %). Из пяти наиболее корректно сработавших 
нейросетей выбрали ту, которая точнее предсказала выходной параметр — 74 %. Наилучшая нейронная сеть, 
определяющая уровень риска для зоны кузовного ремонта, — это многослойный персептрон с 30 нейронами во 
входном слое, 15 нейронами в скрытом слое и 3 нейронами в выходном слое. Ее задействовали для создания 
цифрового двойника, который в режиме реального времени предупреждает о потенциально опасных событиях: 
движении автомобиля, крана, открытии осмотровой канавы. Кроме того, обнаруживаются работники без 
средств индивидуальной защиты и лица без допуска в зону работ. 
Обсуждение и заключение. Применение модели цифровой системы мониторинга безопасности позволит зара-
нее обнаруживать зоны с повышенным риском проведения работ, сокращать аварийность и производственный 
травматизм. Внедрение этой модели в центрах по ремонту автотранспортных средств предполагает установку 
датчиков и систем оповещения. В перспективе планируется исследовать возможность дополнения системы мо-
ниторинга риска алгоритмами, которые помогут персоналу в ремонте конкретных видов машин.  

Ключевые слова: безопасность авторемонтного предприятия, инструмент оценки риска, безопасность зоны 
кузовного ремонта, цифровой двойник для оценки безопасности 
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Introduction. In the near future, machine learning methods will be increasingly used to ensure safety and assess 
production risks at transport repair facilities. This trend is supported by the rapid development of artificial intelligence 
and the transport sector. As a result, theoretical and practical research on this subject is becoming increasingly 
important. 
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New, more complex machines and equipment are being introduced. Car service companies are increasingly utilizing 
information and communication technologies. Production algorithms and work processes are changing. These 
developments can lead to harmful effects on people and equipment, and many of these potentially dangerous situations 
are difficult to predict. In this case, an integrated approach involves following the rules listed below. 

1. It is important to monitor staff behavior and to ensure the compliance with safety requirements. It is necessary to 
focus on issues such as work performance and the use of personal protective equipment (PPE). 

2. Regular updates on the characteristics and conditions of complex technological equipment are necessary. 
3. Employees should be aware of the fire extinguishing equipment available at the workplace and know how to use them. 
4. All employees should familiarize themselves with the evacuation procedures and first aid measures. 
Let us note that the quality of such a complex, multifactorial system cannot be determined by the quality of its 

components. General safety in this case will be a higher-order concept, and artificial intelligence has the best tools to 
ensure it. Given the obvious inconsistency of the elements discussed above, we should note the importance of self-
learning neural networks, which should be used to solve the problems of the presented scientific work. 

The production process is exposed to external risks and also generates some of its own. While it is impossible to 
completely eliminate all potential dangers, there are known methods to reduce and limit them. One such method is the 
use of protective and monitoring devices, known as collective protective equipment3. The aim of such solutions is to 
reduce the likelihood of harm or its severity. 

In [1], the issues of applying various methods of industrial risk control are discussed in detail, and recommendations 
are given for the formation and support of a safety system. Paper [2] provides examples of the use of neural networks to 
ensure the reliability control of lifting accessories. There are studies on the influence of the lifting crane operators’ 
competencies on the likelihood of emergencies [3]. 

Patent work is underway in the same direction. For example, patent RU 2 682 020 C1 describes a method for remote 
safety monitoring during the operation of an object [4]. The solution is based on digital information technology systems. 
The location of safety control objects is recorded by geo-points, and the data about their parameters is transmitted to the 
neural network system. Video cameras are used for remote monitoring. The complex combines a server and a mobile 
software. Patent RU 2 534 371 C1 establishes a method for remote monitoring of hazardous production facilities. To 
achieve this goal, they will utilize: 

– an information technology system; 
– means of radio frequency identification; 
– a set of devices for implementing the method. 
It is proposed to equip safety control facilities with radio frequency identification (RFID). These devices are 

designed to transmit and receive data through remote devices, which are called readers in the patent. This is how safety 
parameters of the monitored facilities are fixed and their remote adjustment is ensured. At the same time, an unlimited 
number of authorized users get Internet access to the database. 

Using the example of healthcare, the authors [5] explore the potential of using blockchain and the Internet of Things 
to create integrated monitoring systems. 

In [6], it is proposed to install hazard monitoring sensors at the facility. For this purpose, three situations are 
modeled: 

– it is possible to unlock barriers and open access to the facility; 
– it is impossible to unlock barriers and open access to the facility; 
– it is necessary to stop the operation of industrial equipment. 
In the latter case, the shutdown will occur when the light and sound warning signals are triggered. 
Machine learning methods were considered for monitoring the safety of bridges and roads. The author [7] focuses 

on the detection of damage. In this case, a neural network uses an array of data collected on an object without flaws to 
train it. This information is compared: 

– with new data on intact and damaged objects; 
– with forecasts from the vicinity of the output signal of the neural network. 
Special attention should be paid to the work of Colombian scientists devoted to the use of neural networks to 

improve the safety of movement of visually impaired people [8]. The authors created artificial neural networks from a 
cooperative coevolutionary genetic algorithm. It is responsible for structuring, modifying, and training neural networks. 
The developed program has formed several neural networks. After the training, they chose those that better prevented 
collisions, that is, they would be useful to visually impaired people. 

 
3 The Labor Code of the Russian Federation. As amended on December 26, 2024. Part 1. Chapter 1. Article 4. (In Russ.) URL: 
https://www.consultant.ru/document/cons_doc_LAW_34683/ (accessed: 29.12.2024). 
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An analysis of scientific papers on safety in various fields has revealed common trends: 
– verification of existing risks in the system, as well as methods for their reduction, is based on ISO 12100 and 

ISO 14121; 
– machine learning of neural networks is actively used; 
– sensors, systems for accumulating and processing information about the state of control objects are widely used; 
– sensors and tags should be used to equip both equipment and personnel. 
However, we should note that the issues of using artificial intelligence to control and reduce production risks in the 

field of automotive services are not well-developed. The presented scientific research aims to address this gap. The aim 
of the work is to demonstrate the potential of using neural networks to form a safety monitoring system at car repair 
enterprises. 

Materials and Methods. The source materials for our scientific research were open data on incidents at the service 
station. We considered: 

– accidents and injuries to personnel; 
– the causes for such events. 
The research involved the development and training of neural networks to assess the level of production risk at car 

service stations. This research could become the basis for a future unified safety monitoring system based on digital 
technologies. Figure 1 shows a schematic representation of this system. The neural network was represented as a 
separate tool for risk assessment. 

 

Fig. 1. The operation scheme of safety monitoring system of a car service company  

The cloud server automatically collected information from sensors about telemetry, personnel, personal protective 
equipment (PPE) usage, and equipment. A neural network then analyzed this information to identify potential risks and 
provided guidance for control measures. 

Thus, a particular task of the presented scientific work was the formation of an artificial neural network. To create it, 
we needed to select the tools, as well as the input and output parameters. 

The authors reviewed ready-made platforms from various companies, including, TensorFlow, PyTorch, Keras, Ex-G 
Boost, and Statistica. 

The first four platforms required writing software code, and when working with “Statistics” this was not necessary. 
All the necessary functionality was provided in the graphical interface. In addition, Statistica had extensive data 
processing and presentation tools. 

To create a neural network, we used input data on car repairs at a service station. This facility was a division of the 
Equipment Repair and Maintenance Center, which was created by specialists from the Department of Operation of 
Transport Systems and Logistics at the Don State Technical University. 

Let us consider the creation of a neural network for risk assessment in a body repair area. We should name the safety 
indicators that were constantly changing [9]. 

1. The remaining lifetime (or service life) of technological equipment. We assign the code A to the indicator. 
2. The remaining lifetime (or service life) until scheduled maintenance or inspection. We assign the code B to the 

indicator. 
3. The time remaining until the planned advanced training of specialists allowed performing the work. We assign the 

code D to the indicator. 
4. The time remaining until the next verification of fire extinguishing equipment (mainly fire extinguishers). We 

assign the code E to the indicator. 
Let us list the indicators that were determined by only two conditions: safe and dangerous. 
1. Completeness of the issue and the correct use of workwear and PPE (issued or not issued, correctly or 

incorrectly). We assign the code G to the indicator. 
2. Execution of work by authorized specialists (yes or no). We assign the code H to the indicator.  

https://bps-journal.ru/
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3. Illumination of the work area (meets or does not meet the standards). We assign the code I to the indicator. 
4. Air temperature in the work area (meets or does not meet the standards). We assign the code J to the indicator. 
5. Content of controlled harmful substances in the work area (meets or does not meet the standards). We assign the 

code K to the indicator. 
If necessary, the set of indicators can be expanded. 
A special class of variables should also be distinguished — linguistic qualitative indicators, that is, verbal 

descriptions of equipment parameters. For example, the technical condition of the equipment can be “very good”, 
“good”, “satisfactory”, “poor”, and “very poor”. Such information was obtained by interviewing the personnel who 
worked with the equipment. We assign the code C to this indicator. Linguistic estimates can be represented numerically 
using the Harrington desirability function [10]. 

Thus, the letter designations for safety indicators codes are shown above. They are needed for convenience in entering 
information into the neural network. Table 1 shows some indicators related to the equipment in the body repair area. 

Table 1 
Some Safety Indicators of Technological Equipment in the Body Repair Area 

No. Equipment 

Indicator code 
Remaining lifetime (or service life) 

Technical 
condition before scheduled 

maintenance or inspection 
after scheduled maintenance or 

inspection 

1 Electric manual scissors 
IZ-5403 A1 B1 C1 

2 Installation of gas welding 
and cutting A2 B2 C2 

3 Spot welding machine 
МТ-601 A3 B3 C3 

4 Combined electric welding 
machine 

A4 B4 C4 

The creation and training of neural networks requires large data samples, so the quantitative and qualitative input 
parameters for the body repair area have resulted in a unified view using the Harrington desirability function. This 
allowed us to determine a generalized risk assessment indicator [10]. 

In order to classify the output parameter of a neural network, we used the graph presented in ISO 14121 (Fig. 2). 

 
Fig. 2. Risk assessment graph according to ISO 14121 [10] 
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Letter designations were taken from the standard. They were not related to the codes in Table 1. It should also be 
noted that this graph was only a methodological guideline for assessing the level of risk, it did not allow taking into 
account all the variety of influencing factors. This was exactly what a neural network was trained for. 

To assess each dangerous situation, the following conditions were taken into account at the output of the graph: 
– risk index equal to 1 or 2 corresponded to the lowest priority of actions (priority 3); 
– risk index 3 or 4 corresponded to the average priority of actions (priority 2); 
– risk index 5 or 6 corresponded to the highest priority of actions (priority 1). 
Thus, it was possible to identify risks that corresponded to the green (lowest), yellow (medium) and red (high) 

danger levels. In other words, the output parameter of the neural network was a generalized risk assessment indicator 
defined as green, yellow or red. 

To train neural networks in Excel spreadsheets, we generated input parameters for 1,000 variants of body repair area 
indicators. With fewer options, neural networks could not qualitatively detect all patterns and relationships. Based on 
the calculated value of the generalized risk assessment desirability function [11], the risk level was determined for each 
data variant on a three-color scale. Figure 3 provides a fragment of the neural network training data. This was a part of 
the codes not included in Table 1. 

 

Fig. 3. A fragment of data for neural network training  

The source information was imported into a data table created in the Statistica workbook. 
The “Neural networks” module of the Statistica environment solved problems of five types: 
– regression; 
– classification; 
– time series (regression); 
– time series (classification); 
– cluster analysis. 
In the developed neural network model, the output parameter was the risk level (green, yellow, red), so this problem 

was solved as a classification problem. 
Next, one needed to select the type of artificial neural network. Within the framework of this work, we considered: 
– multilayered perceptron, MLP; 
– radial basis function. 
The system offered, and the authors used: 
– the number of neurons of the hidden layer; 
– the number of trained and returned networks; 
– activation functions of the hidden and output layers of the network. 
Results. The system split the input data into training, test, and validation samples. Their ratio was left at the default. 

The sum of squared deviations and cross-entropy were chosen as error functions, which Statistica used to evaluate the 
quality of neural network training. 

As a result, 20 neural networks were trained and five neural networks with the lowest error functions were 
selected (Fig. 4). The system automatically chose the type of error function for each neural network. In the used version 
of Statistica, the window with trained neural networks did not move vertically, so only three of the five networks were 
shown in Figure 4. Here, the error function values ranged from 76.7% to 78%. Neural networks 1 and 2, hidden in 
Figure 4, had error function values of 77.2% and 74%, respectively. 

https://bps-journal.ru/
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Fig. 4. The learning process of MLP architecture neural networks 

The error of the neural network was estimated using cross-entropy [12]. The system chose a hyperbolic tangential 
function as the activation function of the hidden layer of neurons, and a multidimensional logistic function for the 
output layer of neurons. 

After saving the resulting neural network in xml format, it could be downloaded and used for calculations in the 
Statistica environment. Here, one could also save a neural network as code in several programming languages for later 
use in software development. 

Of the five trained neural networks that best corresponded to the validation and test data samples, we determined the 
one with the highest accuracy in predicting the output parameter — 74%. This indicator was expressed as a percentage 
of convergence with the output parameters of the samples (Fig. 5). 

 

Fig. 5. The result of neural network training 

The best neural network that determined the risk level for the body repair area had the MLP 30-15-3 structure, that 
is, a multilayer perceptron with 30 neurons in the input layer, 15 neurons in the hidden layer and 3 neurons in the output 
layer. The input layer of 30 neurons was determined by the number of incoming indicators for a given work area. There 
are 10 groups of indicators described in the “Materials and Methods” section, but due to the limited length of this 
article, it is not possible to list them all. If needed, the number of indicators could be increased. 

The resulting neural network was translated into the Java programming language. The code (Fig. 6) was 
implemented into the digital twin program [13] and the artificial intelligence system [14] of the car service company 
safety assessment platform developed on AnyLogic. 

 

Fig. 6. A fragment of the neural network code in Java 
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Figure 7 provides the digital twin of the car service company safety assessment platform, developed at AnyLogic. 

 
Fig. 7. Digital twin of the safety assessment platform 

The digital twin in real time [15] displayed the risk levels at each site in the production workshop and alerted users 
to potentially dangerous events: 

– movement of the crane; 
– entry and exit of the car; 
– opening of the inspection pit. 
Employees without personal protective equipment and persons who did not have access to the hazardous work area 

were identified. 
As a result, the dangerous factors of the car service company's production process were detected in a timely manner. 

Their comprehensive assessment was presented as a certain level of risk. At the same time, two factors could hinder the 
development of an unfavorable scenario: 

– staff received timely information about the danger in graphic (color) and sound form;  
– risk factors were eliminated, i.e. measures were taken to prevent accidents and industrial injuries. 
Discussion and Conclusion. The results of the presented study close one of the gaps in risk management. Its 

scientific novelty is due to the specific nature of car service companies' activities, which have not been previously 
considered from this perspective. The first and most likely area of practical application of the proposed model of a 
digital safety monitoring system is car repair shops. However, it should be noted that its practical implementation 
involves mandatory installation of sensors and warning systems at the facility. The use of a digital safety monitoring 
system model will allow for the detection of high-risk work areas in advance and reduce occupational injuries. Thus, the 
digital twin of the car service company's safety assessment platform generated and transmitted the following 
information necessary for monitoring and management decisions: 

– in the area of preparation for painting, — average risk level; 
– in the body repair area — average risk level, a moving crane requires special attention; 
– in the 1st pit repair zone — low risk level when the pit is open; 
– in the 2nd pit repair zone — low risk level when the pit is closed; 
– in the repair area — average risk level. 
Further research plans include the development of a risk monitoring system at a car service station. This system can 

be supplemented with features that will assist staff in maintaining specific models of vehicles. Combining the assistance 
and monitoring systems can help avoid errors and increase safety in the workplace. This is especially important when 
servicing vehicles with unique design features, such as military vehicles. We plan to use augmented reality technology 
to display visual cues on specialized screens. 
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