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Abstract

Introduction. Modernization of production facilities, with increased automation and complexity of technological
processes, leads to a greater psychophysiological burden on workers and a higher likelihood of errors. This, in turn,
increases the risk of occupational injuries. The increasing number of workplace accidents underscores the economic and
social importance of accident prevention, as injuries reduce productivity and increase compensation costs. Modern
approaches to occupational risk management require a systematic assessment of not only the likelihood of an incident
and the severity of its consequences, but also the state of protective mechanisms — safety barriers that limit the impact
of hazardous factors. Haddon's methodology, originally developed for transportation safety, can be used to identify
weak links and analyze the sequence of incidents. Its barrier-oriented principles are theoretically applicable to industrial
environments. However, existing research on barrier models in industry is fragmented and does not provide a unified
tool for quantifying the effectiveness of barriers and their contribution to reducing injury risks. Therefore, the aim of
this study is to develop a method for applying a barrier-oriented approach based on the Haddon model for a
comprehensive quantitative assessment of personnel injury risks.

Materials and Methods. A barrier safety model was used to solve the problem of reducing occupational injuries. The
study consisted of three parts. The first was a comprehensive analysis of the requirements of Russian legislation in the
field of occupational risk assessment, as well as scientific publications on the use of a barrier-oriented approach. The
second was the description of the methodology for determining the likelihood of a hazard based on the results of an
assessment of the reliability of safety barriers. The assessment of safety barriers was conducted according to checklists
using the adapted Haddon model. Finally, an illustration of practical application of barrier approach using model
example was provided.

Results. A methodology for using a barrier-oriented approach to assess injury risks has been developed. A method for
quantifying the impact of current hazards has been defined, taking into account the reliability of safety barriers. Risk
levels for the hazard realization have been determined. Both the methodological principles proposed in this study and
those already applied have been considered, indicating their advantages and limitations. An example of calculating the
probability of hazards occurring when lifting and moving goods using hoisting devices has been given.

Discussion. The presented methodology for applying the barrier-oriented approach allows us to take into account the
influence of organizational factors and human factor on the safety of production processes and to obtain quantitative
estimates of the possibility of hazard occurrence. Additionally, this approach provides a comprehensive assessment of
safety barriers, considering not only their presence and effectiveness, but also reliability indicators — efficiency and
sustainability of operation. This creates a basis for simplifying the process of prioritizing injury prevention measures
and optimizing occupational risk management systems.

Conclusion. The main results of the research include a practical way to calculate the probability of hazardous
production factors, as well as recommendations for the gradual implementation of the developed methodology into the
practice of occupational safety and health management. The practical significance of this work lies in its potential for
integration of the proposed approach with operational monitoring tools in the field of occupational safety and health and
in its applicability to solving problems related to worker injury risk management in various production conditions.
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AHHOTALIAA

Beeoenue. MopepHu3anus HPOW3BOJACTB C POCTOM aBTOMATH3AIMM U YCIOKHCHHEM TEXHOJIOTHYCCKUX MPOIIECCOB
MOBBIIIAET TICUXO(PHU3NOIOTHYECKYI0 HAarpy3Ky Ha paOOTHHKOB M BEPOATHOCTh OIIMOOK, YTO YCHJIMBAET PHCK
MIPOU3BOJICTBEHHOTO TpaBMaTH3Ma. HaOmromaemsblii pocT d9ucia MOCTpagaBIIMX Ha paboumx MecTax MOJIepKHBAET
9KOHOMHYCCKYI0O M COIMAIBHYI0 3HAYMMOCTH IIPCIOTBPAIICHHUS HECYACTHBIX CIyYyacB: TpPAaBMATH3M CHHXKAET
MPOU3BOMUTEIHFHOCT M yBENIMYMBACT pacxonsl Ha KomreHcanud. COBpeMEHHBIE TOIXOABI  YIPABICHUSA
Mpo(eCCHOHATBHBIMA PHCKaMU TPEOYIOT CHCTEMHOW OIEHKHM HE TOJIBKO BEPOSTHOCTH HWHITUIEHTa M TSKECTH
MOCTICICTBHIA, HO M COCTOSIHUS 3alUTHBIX MEXaHH3MOB — 0OapbepoB 0E30IMaCHOCTH, OTPAaHHYHBAIOIINX BO3JCHCTBUE
omacHBIX (hakTopoB. MeTomonorus XaaaoHa, H3HAYAILHO pa3paboTaHHAas IS TPAHCIIOPTHON OE30MacHOCTH, MoKa3aa
CBOIO CIIOCOOHOCTH BBIABIATH ClIa0ble 3BEHBS W AHAIM3UPOBATH IIOCIEIOBATEIFHOCTH PAa3BUTHS HHITMICHTOB; €&
0apbepHO-OPUCHTUPOBAHHBIC — IMPHHIUIBI TCOPETUYCCKA NPUMCHHMBI B  INPOMBINUICHHOH cpeae. OmHAKO
CYIIECTBYIOIINE HUCCIICAOBAHUS OAPHEPHBIX MOJIENCH B MPOMBINUICHHOCTH (PparMEHTApHBI M HE JAIOT YHHBEPCATBHOTO
WHCTPYMEHTa IUI1 KOJIMYECTBEHHON OIEeHKH 3(dekTuBHOCTH OapbepoB W HMX BKIaJa B CHIDKCHHE PHCKOB
TPaBMHPOBaHUS. B CBS3M ¢ 3TUM I1eJIb HACTOSIIETO HCCIIe-T0BaHNS — pa3padoTaTh METOANKY IIPUMEHEHHS OapbepHO-
OpUEHTHPOBAHHOTO TIIOAXO0Ja Ha OCHOBE Mojenu XaIiaoHa Ui KOMIUICKCHOH KOJMYECTBCHHOW OIICGHKHA DPHCKOB
TPaBMHPOBAHUS IIEpPCOHATIA.

Mamepuanvt u memoowt. JIns penieHns 3aaddl CHIDKCHHS IPOM3BOJICTBEHHOTO TpPaBMaTH3Ma ObLIAa HCIIONB30BaHA
OaprepHas Mojedb obecrieueHUs Oe3omacHoCTH. MccienoBaHue BKIIOYANO TpU dYacTH. [lepBas — KOMILICKCHBIH
aHanmu3 TpeOOBaHMUH POCCHHCKOTO 3aKOHOJATENbCTBA B chepe OIEHKH MPO(EeCCHOHAIBHBIX PUCKOB, a TAKKE HAYYHBIX
My OITUKaIKi, TTOCBSIMEHHBIX TPUMEHEHHIO0 0aphepHO-OPHUEHTHPOBAHHOTO M0IX0/1a. BTopas — omurcanue MeToI0I0T I
OTIPE/ICIICHUST BEPOSATHOCTH pEANM3allii OMACHOCTH Ha OCHOBE pE3yJbTaTOB OICHKU IIOKa3aTeled HaJe)KHOCTH
O0aprepoB Oe3omacHocTH. OleHKa OaphepoB OC30MACHOCTH BBIMONHSIACH IO YEK-JHCTAM C HCIOJIb30BAHUEM
aaNTHPOBAHHOW MOJenu XaaaoHa. TpeThsi — WIUTIOCTPAIUs MPAaKTUYECKOTO MPHMEHEHHs 0apbepHOTO IMOJX0Aa Ha
MOJICIbHOM IIPUMEDE.

Pezynomamut uccnedosanus. PazpaboTaHa MeTONOJOTHS NPUMEHEHHUS OapbepHO-OPHUEHTHPOBAHHOTO IMOIXOAA IS
OIICHKH PUCKOB TpaBMHpoBaHUs. OmpenenéH crnocod KOIMYECTBEHHOW OICHKH BIMSHHS aKTYalbHBIX OMACHOCTEH C
y4€TOM TMOKa3zareneil HaJe)KHOCTH OaphepoB Oe3omacHocTH. CHopMHUpPOBaHBI YPOBHH PHUCKA peaiu3allid OMacHOCTH.
OTpaxXeHbl Kak MpeJlaracMble B paMKaxX JaHHOTO HCCIICOBAaHUS, TaK M YK€ IMPHMEHSICMBIC METOIOJIOTHYCCKUE
MPHUHIUIIEI C yKa3aHWEM WX NPEUMYIISCTB W orpaHuveHuil. [IpuBenéH mpumep pacuéra BEpOSITHOCTH peau3aliu
OHaCHOCTeﬁ, BO3HHUKAIOMIUX MIPH HO}I’béMe 1 NIEPEMEUICHUHN T'PY30B € UCIIOJB30BaAHUEM IMOABEMHBIX COOpy)KeHI/II\/'I.
Oécyacoenue. TlpencraBieHHass METOJOJIOTHSl TPUMEHEHHs] OapbepHO-OPUEHTHPOBAHHOTO IMOJXO0Ja IO3BOJISET
YYHUTBHIBATh BIIMSHUE OPraHU3AIUOHHBIX (DAKTOPOB M YEIOBEYECKOTO (pakTopa Ha OE30MacHOCTh MPOU3BOACTBEHHBIX
MPOIIECCOB M IMOJIydaTh KOJMYCCTBEHHBIC OIIEHKHA BO3MOXHOCTH pPEajHM3allMyd OMacHOCTH. Kpome TOro, moaxon
obecreunBaeT KOMIUIGKCHYIO OIIEHKY OapbepoB O€30MacHOCTH, YYWTHIBAIONIYI0 HE TOJIHKO WX HalUdWe |
Pe3yIBTaTUBHOCTh, HO W IIOKA3aTEeNId HAJE)KHOCTH — JI(PPEKTHBHOCTh U YCTOHYHMBOCTH (DYHKIMOHHUPOBAHHS. ITO
Cc03MaéT OCHOBY JUIA YHPOMICHUS NPOIEIYPHl OIPEICICHUs TNPHOPUTECTHOCTH pPEaTH3alud MEPOIPHATHH 110
HpO(bI/UIaKTI/IKe TpaBMaTu3Ma U ONTUMHU3AIIUN CUCTEMBI YIIPABJICHUA ]'[pO(i)eCCI/IOHaJ'[BHBIMI/I PUCKaMHU.

3aknrouenue. OCHOBHBIMH pe3yJIbTaTaMH MPOBEIAEHHOTO HCCIICOBAHUS SBILIIOTCS: OOOCHOBAHHBIA CHOCOO pacuéra
BEPOSATHOCTH pealU3alliil OMACHBIX MPOW3BOJCTBEHHBIX (DaKTOPOB W PEKOMEHIAIMH IO TO3TAMHOMY BHEIPECHUIO
pa3paboTaHHOW METOJOJIOTUHM B TIPAKTHKY YIOpaBlIeHUS OXxpaHod Ttpyna. I[lpaktuyeckas 3HAYMMOCTh pPabOTHI
3aKIII0Ya€TCA B BOBMOXXHOCTH UHTEIpallui MPCIJIOKEHHOI0 moaxoaa ¢ MHCTPYMECHTaMHU OINICPATUBHOIO MOHUTOPHHTA B
0o0JacTH OXpaHBl TpyJa M B €0 NPUMCHHMOCTH IS PCIICHUS 3a/Jad, CBS3aHHBIX C YIPABICHHEM PHCKOM
TpaBMHUPOBAHUA pa60THI/IKOB B Pa3JIMYHBIX IMTPOU3BOACTBCHHBIX YCIIOBUAX.
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KnaioueBble cioBa: onacHbli NPOM3BOJICTBEHHBIH (DAKTOp, PUCK TpaBMHpOBaHUS, Oapbep 0E30IaCHOCTH, OLEHKA
PHCKOB, IPOU3BOJCTBECHHBIN TPABMaTH3M

Baaronapuoctn. Arop Onaromaput pykoBojutens HaywHoro mpoekra E.IT. Iloromkoro, peneHzeHra u
PEIAKINOHHYIO KOMaHIY JKypHaa 3a KOMIIETCHTHYIO SKCIIEPTU3Y U LICHHBIE PEKOMEHJALNH 0 YIy4IIEHHIO CTAThH.

Jos mutupoBanus. I'apt B.A. Merononoruss npuMeHeHUs: 0apbepHO-OPHEHTHPOBAHHOTO MOJXO0Ja JUIS OLEHKH
PHCKOB TPaBMUPOBAHUS TIEPCOHANA HA OCHOBE MOJENHN XaJnoHa. be3onacnocms mexHo2enHblx U NPUPOOHbLIX CUCTEM.
2026;10(1):61-72. https://doi.org/10.23947/2541-9129-2026-10-1-61-72

Introduction. Currently, one of the main priorities of the industry is to modernize production facilities by
introducing modern equipment and cutting-edge technologies. However, the increasing level of automation and
complexity of technological processes have a negative impact on the safety of workers, leading to an increase in
employee errors and stress on psychophysiological functions.

These negative trends are supported by statistical data. According to[l] and the International Labor
Organization (ILO), approximately 340 million industrial accidents are registered worldwide every year, with about
2.3 million workers dying as a result of work injuries. Based on [1], 2.8 million industrial accidents were recorded in
the United States in 2022, and there were 5.19 thousand deaths in 2021. According to [1], in the UK in 2022-2023,
561 thousand workers were injured in the workplace. The analytical review “Occupational Injury Analysis”! of the
Federal State Budgetary Institution “All-Russian Research Institute of Labor” of the Ministry of Labor of the Russian
Federation, found that 21.4 thousand workers were injured and 1.04 thousand died in Russia in 2024. At the same time,
since 2021, the number of victims in the workplace has increased by 1.1 thousand people.

The analysis of statistical data reveals a consistent trend towards high levels of occupational injuries in various
countries. This circumstance determines the increasing importance of labor protection issues in industrial enterprises in
the context of accelerated technological development. Current global trends in reducing occupational injuries cover the
following areas: digitalization of safety procedures; use of artificial intelligence for monitoring working conditions and
employee health; the introduction of “smart” personal protective equipment; the use of virtual reality (VR) and
augmented reality (AR) to train employees in safe working methods; the formation of a sustainable safety culture; the
transition from a traditional, predominantly reactive approach based on post-incident analysis to proactive occupational
risk management.

The need to implement proactive risk management has been confirmed by Letter of the Ministry of Labor and Social
Protection of the Russian Federation dated July 14, 2025 No. 15-3/10/V-11850 “On the Increase in Occupational
Injuries”?. The document states that the main causes of industrial accidents are: poor organization of work, violations of
traffic regulations, deviations from the established technological processes, as well as non-compliance with labor
regulations and labor discipline by employees. It is also noted, that among the accidents with serious consequences that
occurred in the Russian Federation in 2024 due to unsatisfactory organization of work, events caused by poor work
organization were more prevalent due to a lack of control by managers and departmental specialists over the progress of
work and adherence to labor discipline. The combination of organizational factors and human behavior patterns in the
context of injuries highlights systemic deficiencies in occupational safety. These issues can be addressed by
implementing effective occupational risk management, such as identifying potential hazards, assessing the level of risk
associated with them, and implementing measures to minimize the risk of injury to employees.

Considering the above, assessing and reducing the risk of injury to employees is a crucial area of scientific research.

One of the key documents regulating approaches to risk assessment is the international standard
GOST RISO/IEC 31010 “National Standard of the Russian Federation. Risk Management. Risk Assessment
Methods™?. This standard describes a wide range of risk assessment methods, each of which has its own scope and
specifics of practical implementation. Table 1 presents some of these methods.

! Analysis of Occupational Injuries in Russia: Federal State Budgetary Institution “All-Russian Scientific Research Institute of Labor” of the Ministry
of Labor and Social Protection of the Russian Federation. 2025 Report. (In Russ.)

2 On the Increase in Occupational Injuries: Letter No. 15-3/10/V-11850 of the Ministry of Labor and Social Protection of the Russian Federation
dated July 14, 2025. (In Russ.)

3 National Standard of the Russian Federation. Risk Management. Risk Assessment Methods: GOST R ISO/IEC 31010. Order of the Federal Agency
for Technical Regulation and Metrology dated September 24, 2021 No. 1011-st. (In Russ.)

Technosphere Safety

63


https://doi.org/10.23947/2541-9129-2026-10-1-61-72

https://bps-journal.ru

64

Gart VA. Methodology for Implementing a Barrier-Oriented Approach to Risk Assessment ...

Review of occupational risk assessment methods

Table 1

No. Method name

Description

Advantages

Disadvantages

1 Delphi method

A method of summarizing
expert opinions based on an
anonymous survey and a
multiple iterative process of
agreeing opinions

It is suitable for solving
complex issues where there
are no unambiguous
scientific approaches or
insufficient statistics. High
probability of getting an
objective assessment

Time length of the
procedure: conducting
multiple survey cycles takes
a significant amount of
time. High dependence of
the results on experts’
competence

2 Checklists

A form of identification and
analysis of potential
occupational risks by
compiling a list of questions
and verification criteria

Simplicity of
implementation and
accessibility of
understanding by
employees of different skill
levels. Ease of use as a
primary control tool

Complexity of developing
high-quality and complete
checklists, especially for
large enterprises with a
variety of workflows

3 Event tree analysis

Assessment of the
occurrence of undesirable
consequences by step-by-
step consideration of the
sequence of possible
outcomes of each event

Visibility, the possibility to
take into account a variety
of factors and conditions
that affect the development
of the situation

Dependence on data quality,
limited probability estimates
(presupposes the availability
of a statistical base for
calculating probabilities)

Failure modes and

It is used to identify
potential system

Improvement of the
reliability of equipment

It requires significant time
and efforts of qualified

assessing possible
deviations from the normal
operating mode

4 ffect lysi . d hi b L .
elieets anatysis malfunctions and analyze ?m rr.1ac' 1ner?/' " . specialists for a detailed
(FMEA) . identifying critical units .

possible causes of defects analysis
and components
An in-depth study of the
technological b .
eeAmoiogica’ process by a A clear analysis procedure
group of experts. The L . .
.. allows you to identify Labor-intensive; the method
Hazard and analysis is conducted . . .
.. . hidden threats, considers a | is difficult to apply to large

s Operability Study sequentially for each wide range of possible complex objects without

(HAZOP) element of the system, geolp p J

deviations and
consequences

simplifications

6 Bayesian method

It is used to estimate the
probability of occurrence of
undesirable events based on
available a priori
information and new
incoming data

Reduction of the degree of
subjectivity of the
assessment. The ability to
quickly respond to new
data and improve
prediction accuracy

Dependence on the quality
of a priori data. It is difficult
to accurately determine the
probability of rare events

The existing tools for occupational risks assessment are mainly limited by the traditional approach based on the

analysis of the probability of an accident and the severity of its consequences. However, the level of production safety is

determined by the degree to which the impact of hazardous production factors on workers is limited by consistently

placing “barriers” between the source of potential hazard and the object at risk. Therefore, when assessing the risks of

injury, it is important to consider the condition of these “barriers”, which minimize the impact of hazardous production

factors. An assessment of the risk of injury should be conducted at the source of its formation at a specific workplace,

taking into account the interaction of the employee with a specific hazard and the state of protective mechanisms.
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The Haddon methodology [2], developed in the field of transport safety, has been successfully used to identify
weaknesses in the safety system. The application of a similar approach in the industrial environments holds promise for
the development of injury risk assessment practices. However, available publications on barrier safety models are
limited to individual implementation examples — they do not offer a universal method for quantifying the effectiveness
of barriers in relation to industrial production. Therefore, the current practice of occupational risk assessment requires
the development of a new tool for comprehensive assessment of the effectiveness of safety barriers and their
management optimization. To address this gap, this research aims to develop a methodology for applying a barrier-
oriented approach based on the Haddon model for assessing injury risks to personnel.

To achieve this goal, we have solved the following tasks:

— we analyzed modern methods of occupational risk assessment and determined their limitations;

— we proposed a method for calculating the probability of the realization of hazardous production factors, based on
the assessment of safety barriers reliability, determined in accordance with the Haddon model;

— we conducted an assessment of the probability of hazards associated with lifting and moving goods using lifting
facilities.

An overview of the existing barrier modeling methods. In Russian-language sources, one of the first mentions of
safety barriers can be found in the materials of the Russian-Norwegian Barents 2020 project®. This project aimed to
assess the impact of Arctic conditions on the effectiveness of protective barriers. The emergence and development of
the barrier concept was driven by the need to evaluate the efficiency of technical and organizational protection measures
used at the facility [3, 4].

Currently, Russian regulatory practice in the field of occupational risk assessment includes recommendations on the
use of a barrier safety model. Thus, the “Recommendations on the Choice of Methods for Assessing Occupational Risk
Levels and Reducing Such Risks”3, approved by Order No. 926 of the Ministry of Labor and Social Protection of the
Russian Federation dated December 28, 2021, contain the following approaches:

1. Bow Tie method, as described in [5, 6], allows for assessing the completeness of a protection system for an
analyzed object. Its advantage is visual representation of the relationships between potential hazard sources and
negative consequences through a central point (“undesirable event”). This method has become widespread due to its
clear presentation and versatility. However, it does not always provide the quantitative estimates necessary for
prioritizing preventive measures.

2. Layer of Protection Analysis, discussed in[7, 8], is a quantitative assessment of the reliability of protective
barriers based on their probabilistic failure characteristics. This method is recommended for justifying the need for
setting new barriers or upgrading the existing ones.

The described approaches form the methodological basis of the barrier protection concept aimed at reducing the risk
of injury. However, they have a number of limitations that reduce their effectiveness in production practice:

— they are focused on local objects and individual hazardous situations, which leads to a fragmented analysis and
does not allow identifying the interrelationships between the safety system elements;

— they rely on statistical data on the probability of negative events and the effectiveness of the existing barriers.
However, these assumptions can be inaccurate if the operating conditions of the equipment change. This requires
regular updates to the source data, adjustments to calculation models, and it complicates risk management;

— the influence of organizational and human factors on the safety of production can be not sufficiently considered.

4 Assessment of International Standards for the Safe Exploration, Production and Transportation of Oil and Gas in the Barents Sea: Barents 2020
Project Report. (In Russ.)

° Recommendations on the Choice of Methods for Assessing Occupational Risk Levels and for Reducing Such Risks: Order No. 926 of the Ministry of
Labor and Social Protection of the Russian Federation dated December 28, 2021. (In Russ.)
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The idea of considering the reliability of barriers when assessing injury risks, as developed in Russian
studies [9, 10], partially addresses these limitations. However, there is still a need to consider additional criteria,
such as:

— the dynamics of the condition of barriers due to natural wear and tear (technical barriers) and changes in
regulations (procedural and behavioral barriers);

—human factor as an indicator of the correct interaction between personnel and equipment and protective
equipment.

Thus, despite the advantages, the considered methods have disadvantages that prevent their full implementation in
the practice of injury risk management. This requires the development of a comprehensive methodology that combines
the advantages of quantitative analysis with adaptability to changing operating conditions and the ability to take into
account both engineering, organizational and psychological aspects of the safety system. The development of such
methods will create a solid foundation for effective risk management.

Materials and Methods. The proposed method was based on a single mechanism for the industrial accident
occurrence: a person in a production facility came into contact with an object (equipment, tools, materials) with enough
energy, making it hazardous for humans [11, 12]. In 80-90% of accidents, the triggering factor of hazardous situations
was the active (intentional or erroneous) actions of the victims themselves [13, 14]. Considering Article 209 of the
Labor Code of the Russian Federation®, we propose to determine the personal risk of injury during an accident at the
source of its occurrence (specific location), taking into account the hazards and the influence of the human factor as
follows:

R=XP,-W-F,, M

where P; — probability of occurrence the j-th hazardous production factor; W — employee's tendency to risk injury;
F; — severity of negative consequences when exposed to the j-th hazardous production factor.

The assessment of the probability of implementation of the j-th hazardous production factor was conducted using the
example of the operational personnel of the metallurgical industry enterprise according to the following algorithm. At
the first stage, the identification of hazardous production factors affecting the employee during labor operations was
carried out. The sources of identification information were:

— workplace examination;

— work supervision;

— staff survey;

— analysis of regulatory legal acts;

— analysis of local regulatory legal acts of the enterprise.

Identification was carried out for all objects of research — types of work, places of work, non-standard and
emergency situations.

At the second stage, an electronic checklist was developed for each identified factor that could potentially lead to an
accident (Table 4) using the MCForms online service. Column 2 of the checklist was formed in accordance with the
Haddon model and had a universal character for all hazardous production factors, regardless of the specifics of
production. Column 3 of the checklist contained the most important safety requirements stipulated by regulatory legal
acts and local acts of the production facility (standards, regulations, labor protection instructions, and technological
instructions) that could interfere with the transfer of energy from a source (equipment) to a person — failure to comply
with these requirements could lead to an accident at work. To implement the risk-based approach, such critical
requirements were selected and adapted to the specifics of a particular production facility, taking into account the
design features of the equipment and operating conditions using the Bow Tie method (Fig. 1). Column 4 of the checklist

contained the effectiveness of protective barriers determined in accordance with [15].

¢ Labor Code of the Russian Federation: Federal Law No. 197-FZ dated December 30, 2001. (In Russ.)
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Management

Hazards/reasons

Consequences

Litting of cargo with excess

measures/barriers - . . .
of weighting capacity

Rope breakage H B.2

Injuries of varying
B 10OHE.11HE.12 E.14HE.15HE. 16 ! I tying
| severily

b.13

Spontaneous
load-lowering

{ Cargo damage

Fig. 1. Bow Tie risk analysis: b1 — assessment of the rope condition by the crane operator before starting work; 52 — instrumental
control of rope wear; b3 — load limiter; 54 — overwinding switch; B5 — absence of people in the danger zone;
B6 — assessment of wear on the brake pads of the main hoist; 57 — zero blocking check; 58 — lifting the load to a safe height;

B9 — routine maintenance; 510 — protective fencing of hazardous areas; 511 — warning signal; 512 — use of PPE;
b13 — emergency response skills; 514 — first aid training; 515 — operational communication with the medical service;
b16 — first aid kit

At the third stage, the heads of production sites assessed the functioning of safety barriers according to a checklist as
part of monitoring the state of occupational safety using QR codes placed at risk sites, in accordance with the scale
presented in Table 2. The results of the production control of serviceability of the protective fences were entered into
the MCForms electronic system (column 5 of the checklist). As a model example, we considered a situation in which
the person responsible for maintaining a lifting structure evaluated safety devices together with the HD operator during
periodic inspections within the time limits set by the schedule. Value “0” in terms of efficiency was set in the absence
or malfunction of the device, value “1” — in the presence of technical comments without limiting performance (for
example, the HD hook lift limiter was triggered when the distance between the hook and the winch was 100 mm at a
speed of 200 mm or more). Value “3” was assigned with full technical serviceability in accordance with the technical
data sheet of the device. At the same time, when calculating the probability of hazard occurrence according to
formula (2), we did not use a specific expert assessment, but a generalized assessment based on the maximum possible
number of points.

At the fourth stage, the mathematical processing of the results of the assessment of the probability of hazard
realization was conducted and the values obtained were attributed to the levels of realization of hazardous production
factors using Excel.

Results. Probability indicator of the identified hazardous production factors (P;) from formula (1) was proposed to
be evaluated taking into account the criteria of the dynamic state of safety barriers as follows:

P =T0-E-N;-5)),
i-1 2

where E;, N, S; — effectiveness, efficiency and stability of the i-th safety barrier, respectively (i = 1, 2, ... n) during its
operation.

Effectiveness (E;), reflecting the importance of the barrier in the safety system of the production facility, was
determined in accordance with GOST 12.0.011-2017 “Methods for Assessment and Calculation Risks of Railway
Employees”, approved by Order of the Federal Agency for Technical Regulation and Metrology dated
December 22, 2017 No. 2065-st”.

The assessment of safety barrier efficiency (&V;), which was a factor of serviceability, was evaluated according to the
criteria in accordance with the scale and is presented in Table 2.

" Occupational Safety Standards System. Methods for Assessment and Calculation Risks of Railway Employees: GOST 12.0.011-2017. Order of the
Federal Agency for Technical Regulation and Metrology dated December 22, 2017 No. 2065-st. (In Russ.)
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Table 2
Criteria for safety barriers effectiveness
Level Description of the condition Value
Satisfactory Condition corresponds to the set level 3
Acceptable Condition does not fully correspond to the set level 1
Critical Safety barrier is not functioning 0

Stability (S;), which characterized the frequency of detected inconsistencies in the functioning of safety barriers, was
calculated using the formula:

S i =€7M , (3)
where A = b/B — coefficient of the frequency of nonconformities; » — total number of nonconformities; B — number
of performance checks (for a technical barrier)/the number of functional checks (for an organizational barrier);

t — analyzed period (¢ = 1, if the analyzed period was 1 year).
The prioritization of the implementation of occupational safety measures was conducted depending on the estimated

risk level of the hazard (Table 3).

Table 3
Realization level of hazardous production factors
Probability of

hazard Risk category of injury Urgency of measures

realization
0 No risk No measures are required

<0.24 Moderate Measures with deadlines for elimination are required
0.25-0.49 Significant Urgent measures are required

0.5-1.0 _ It is required to stop work before the implementation of measures

As an example of application of the proposed methodological approach, an assessment was made of the probability
of hazardous situations involving lifting and moving goods using hoisting devices. The assessment was conducted for
the hoisting device operator of a metallurgical enterprise that performed slinging and strapping of goods before their
subsequent movement by an overhead crane (hereinafter referred to as the HD operator). To analyze this hazardous

production factor, a checklist was developed, a fragment of which is presented in Table 4.
Table 4

A fragment of the checklist for checking the functioning of safety barriers for hazards associated with lifting and

moving goods using hoisting devices

Safety barrier group . Effectiveness | Efficiency| Sustainability
No. . Test object
function (E) (V) ()
1 2 3 4 5 6
. Prevention of energy 1.1 Condition of metal structures and 0.9 3 |
" | release tooling ’
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2.1 A device that restricts the lifting of
the load-handling device above the 0.8 2 0.51
2 Condition of metal maximum permissible level
structures and tooling -
2.2 Emergency switch for HD de-
L o 0.8 3 0.71
energizing in emergency situations
. ) 3.1 Fences, other control systems that
Installation of protective . .
3. accidental sudden entry into the 0.7 1 0.36
structures
dangerous area
4.1 Sound signal 0.6 1 0.71
4. | Danger warning
4.2 Device indicating excess of
L . 0.6 3 1
weighting capacity
5.1 Working methods for crane
. 0.5 0 0.51
s Description of procedures | Operators and slingers
| for handling hazards 5.2 Meeting the schedule of 05 ; :
maintenance and control procedures ’
6.1 Crane operators and slingers are
Readiness to perform trained, have successfully completed 0.2 0 0.51
6. | official duties (training, an internship and knowledge test
medical examination) 6.2 No contraindications for health 0.2 3 !
reasons ’
7. | Provision of PPE Workwear suit 0.1 1 0.71

Column 6 of the checklist indicates the stability of safety barriers (S;). This is generated automatically based on the
results of ongoing assessments of safety barriers during the calendar year. For example, during the year, three health
checks were carried out on barrier 3.1 of the model example shown in Table 4. During two inspections, comments were
made about its serviceability. Thus, the stability coefficient (S;), calculated by formula (3), will be equal to

S;=e 7 1=0.51.

The probability of the realization of hazards associated with lifting and moving goods using hoisting devices,
calculated by formula (2), in this example is:

PHC=(1—0.9-1-1)-(1—0,8‘0.7'0.51)-(1—0.8-1-0.71)-(1—0.7-1-0.36)‘
-(1—0.6-0.3-0.71)-(1—0.6-1-1)-(1—0.5-0-0.51)-(1—0.5-l-l)-(1—0.2-0-0.51)-
-(1—0.2~1~1)-(1—0.1-0.3-0.71):0.025.

According to Table 3, this corresponds to a moderate risk of injury, which requires the planned development of
measures with a time frame for elimination.

Discussion. The proposed barrier-oriented approach to occupational risk assessment is fundamentally different from
traditional methods that focus primarily on the frequency and severity of accidents. The main advantage of the new
method is the assessment of the effectiveness, efficiency and sustainability of safety barriers in the workplace. The use
of a barrier model based on the Haddon concept involves the creation of a multi-level protection system, each level of
which is aimed at reducing the probability of exposure to a hazardous production factor. This concept integrates a

comprehensive injury prevention system combining technical, organizational, and behavioral measures.
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The literature review confirms the consistency of the presented conclusions with the results of studies [9, 10],
emphasizing the importance of barrier safety systems in the prevention of occupational injuries. At the same time, the
previously proposed methods focus on evaluating the effectiveness of individual barriers, while this study takes into
account the dynamics of changes in their functions. The dynamic nature of the model makes it possible to reflect
changing operating conditions that affect the reliability and stability of protective mechanisms, which increases the
effectiveness of preventive measures. Thus, the application of the proposed approach provides occupational safety
specialists and production managers with the opportunity:

— to obtain a more complete and accurate assessment of the level of workplace safety;

— to substantiate preventive measures aimed at preventing occupational injuries when addressing the expediency of
their implementation;

— implement preventive measures in a timely manner;

— predict possible undesirable events.

The advantage of the approach is its compatibility with operational monitoring tools, for example, with any forms of
production control operating at the facility in question. This improves the quality of production control, the lack of
which, in turn, caused 61.5% of injuries in the Russian Federation in 2024 due to poor organization of work.

Despite these advantages, the barrier-oriented approach has limitations in versatility and scalability. Adaptation to
the specifics of different industries and specific production conditions is required. The complexity of the
implementation is associated with the need to collect, accumulate and process a large amount of information on the
current state of barriers and the history of their failures. In order to obtain a reliable assessment of the probability of a
hazard, strict requirements are placed on the accuracy and completeness of data on the criteria of efficiency (N;) and
sustainability (S;) of safety barriers. At the same time, the human factor in the preparation of the initial data remains a
potential source of errors.

Overcoming these limitations can be achieved through the expansion of the amount of statistics collected, the
development of a software module that implements the proposed model, the introduction of modern technologies for
monitoring the technical condition of facilities and the use of machine learning methods. These measures will allow for
continuous monitoring of the state of safety barriers and increase the accuracy of hazard probability assessment.

Conclusion. As a result of the research, a barrier-oriented approach to assessing and managing the risk of injury to
personnel has been developed, based on the effectiveness and sustainability of safety barriers. It is shown that the
proposed model can be integrated with existing operational monitoring systems in the field of occupational safety,
which contributes to improving the quality of risk management.

It has been established that the practical application of the approach is constrained by the need for reliable data on
barrier conditions and failures, as well as human error in the collection of initial information. These constraints limit the
flexibility and scalability of the model, necessitating its adaptation to the specifics of individual industries and
production conditions.

The potential for future research is linked to expanding the statistical database, creating a software module based on
the proposed model, and utilizing modern technologies for monitoring the technical condition of facilities, and machine
learning methods to automate data collection and processing. This will ensure continuous monitoring of the state of
safety barriers and increase the accuracy of hazard probability assessment.

Thus, the proposed approach is of practical significance for managing the risk of injury to personnel and can help

reduce the level of occupational injuries.
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